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1. The integrated Smart Grid in an internet of things environment IOT
• In the global market environment, the development of business entities,
including energy companies, is ongoing throughout the world.

• Existing electricity networks cannot provide a constant increase in electric power
consumption due to low efficiency associated with transmission losses.
Stakeholders often do not have the needed knowledge to set goals for the
development of the network and implementation of PSG (Power Smart Grid) to
make strategic decisions aimed at introducing PSG innovative technologies using
IoT.
• In the conditions of the dynamic change of market priorities of energy, tasks and
solutions, the imperfection of the existing supply system, the organizational
structure of supply and management companies, does not allow us to increase their
competitiveness and the quality of products and services in line with the growing
demands of consumers.
10/08/2022

NEED forming "superobjective" ways of
working!

4

1. The integrated Smart Grid in an internet of things environment IOT
• The restructuring of energy, the creation of an energy market, and the
implementation of energy saving technologies have led to new relationships
between power plants, electrical networks and consumers.
• Losses from the power supply breakdown, the reasons for the output of parameters
for the quality of electricity at normalized values and the associated losses are not
abstract.

• All this requires an integrated approach to the quality of energy supply. Every
consumer of electrical energy must have uninterrupted supply of high-quality
electrical energy.
• To ensure uninterrupted supply of electrical energy, reliable electrical systems must
be provided.
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1. The integrated Smart Grid in an internet of things environment IOT
• Therefore, it’s necessary to propose an innovative project to reorganize the organizational
structure of the energy supply company based on the experience of partner teams and
world achievements by moving to a virtual enterprise in the field of electricity supply using
smart grids, IoT technology and cloud computing.
• Organization of hardware control of electricity quality indicators (EQI), organizational and
economic mechanism of influence on the cause of deterioration of the electricity quality,
development of methods and technical ways for elimination of distortions is important for
the normalization of the electric power quality.
• Due to the mutual influence of consumers, it is necessary to formulate conditions for joining
the network of new consumers.
• Since virtually all technical means for increasing the quality of electricity have in their
composition reactive elements it is therefore necessary to maintain a balance of reactive
power in the network.
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2. Problems in Power Grid and a Smart Grid conceptual model
• Because electricity cannot be stored, whatever amount of power is needed at a given
moment must be generated and transported to the end users at that moment.

• This means that the traditional electric grid must always be capable of generating at peak
load capacity even though that peak load may only be required for a few hours a day. In fact,
the grid must have some excess generating capacity above any anticipated peak because if
demand rises at any time above the system’s ability to respond with adequate power, the
result will be some type of power failure in the system.
• Peak demand in one part of the grid may be met by transporting power into the high demand area from another part of the grid where demand is lower, but this is not ideal. The
further electric power is transported over high-voltage transmission lines, the more power is
lost due to resistance in the wires.
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2. Problems in Power Grid and a Smart Grid conceptual model
• The old technology of power grid restricts final consumption. Therefore, to protect,
control and optimize the energy consumption of all consumers requires the
innovative technology upgrade of the power system (PS).
Characteristics of Existing Grid and
Smart Grid
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2. Problems in Power Grid and a Smart Grid conceptual model
• Smart grids include electricity networks (transmission and distribution systems) and
interfaces with generation, storage and end users. While many countries have already
begun to “smarten” their electricity system, all countries will require significant additional
investment and planning to achieve a smarter grid.
• Smart grids are an evolving set of technologies that will be deployed at different rates in a
variety of settings around the world, depending on local commercial attractiveness,
compatibility with existing technologies, regulatory developments and investment
frameworks.

• The smart grid topology needs to adapt and shift from a centralized source to a
distributed topology that can absorb different energy sources in a dynamic way. There is
a need to track real-time energy consumption and demand to the energy supply: this
goes with the deployment of more remote sensing equipment capable of measuring,
monitoring and communicating.
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2. Problems in Power Grid and a Smart Grid conceptual model
• A smart grid is an electricity network that uses digital and other advanced technologies
to monitor and manage the transport of electricity from all generation sources to meet
the varying electricity demands of end-users.
• Smart grids co-ordinate the needs and capabilities of all generators, grid operators, endusers and electricity market stakeholders to operate all parts of the system as efficiently
as possible, minimizing costs and environmental impact while maximizing system
reliability, resilience and stability.
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2. Problems in Power Grid and a Smart Grid conceptual model
Smart Grid conceptual
model
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2.1 Example of applying the basic principles of Smart Grid
• The growth of cities and the increased cost of electricity increases the risk of threats
and leads to changing the strategy and improving the management of energy
supply.
• The main prerequisites for improving the management of energy supply are:
– the emergence of active consumers;
– increasing the competition from local energy trading platforms;
– setting up global strategy to reduce energy consumption;
– improving the quality of energy consumers
– separation cities.
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2.1 Example of applying the basic principles of Smart Grid

Tree generations of
Smart Grid
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2.1 Example of applying the basic principles of Smart Grid
Smart Grid 1.0 – state of power generation infrastructure in which individual devices
and system objects can connect to the network without using general digital
standards;
Smart Grid 2.0 – state of power infrastructure, by which the connection of any system
nodes is only possible under condition of switching to a unified IP protocol and
interconnection of the nodes into unified integrated IP network;

Smart Grid 3.0 – flexible power system that is based on the principles of decentralized
control and equality of the consumer and the supplier
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3. Internet of things (IOT)
A network of physical objects that contain embedded technology to communicate and
sense or interact with their internal states or the external environment.

• From a technical view, the SG can be divided into the three major systems: smart
infrastructure, smart management and smart protection systems.
• The smart infrastructure system is the energy, information, and communication
infrastructure underlying the SG. It supports two-way flow of electricity and
information.
• The Smart grid architecture increases the capacity and flexibility of network and
provides both advanced sensing and control through modern communications
technologies.
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3. Internet of things (IOT)

Smart grid architecture
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3.1 Microgrid
• Distributed generation promotes the development of a new grid paradigm, called
micro grid, which is seen as one of the cornerstones of the future SG. It is expected
the organic evolution of the SG comes through the plug-and-play integration of
micro grids.
• A micro grid is a localized grouping of electricity generations, energy storage, and
loads. In the normal operation, it is connected to a traditional power grid (macro
grid).
Мicro grid as a localized grouping
of electricity generations, energy
storages, and loads
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3.1 Microgrid
• The users in a micro grid can generate low voltage electricity using distributed
generation, such as solar panels, wind turbines, and fuel cells. The single point of
common coupling with the macro grid can be disconnected, with the micro grid
functioning autonomously.
• This operation will result in an islanded micro grid, in which distributed generators
continue to power the users without obtaining power from the electric utility located
in the macro grid. Thus, the multiple distributed generators and the ability to isolate
the micro grid from a larger network in disturbance will provide highly reliable
electricity supply.
• Note that although these users do not obtain the power from outside in the islanding
mode, they may still exchange some information with the macro grid.
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3.1 Microgrid
Example of microgrid
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4. Applying the IOT in Smart Grid
• In fact, the new technology will be successful in the case where it is combined with
that of the management.

• In today's globally competitive economy, business survival depends on the ability to
respond to dynamic market changes and meet the individual needs of consumers at
market price. These are enabled through the introduction of innovations in
technology and management.
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4. Applying the IOT in Smart Grid
• Management of the PS on decision-making time is divided into long and short term:
Timing classification of
control functions for PS
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4. Applying the IOT in Smart Grid
In the long run, there is a number of disagreements between the components of the
following management activities:

- a lack of functional approaches in their bureaucracy and benefits system in their
consideration of the external environment. Therefore, to succeed in global competition,
instead of using the system functions;
- technology is becoming "smarter" and faster, which requires a new definition of the role
of managers;
- standardization helps to reduce costs and increase profitability, flexibility and ensures
the survival of companies in the face of a changing environment;
- contrary to market values are measured activity of less money terms, and becoming
increasingly important criterion for activity.
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4. Applying the IOT in Smart Grid
• For decisions in the short term (seconds, milli-sec) so that power management is done
in real time that requires the introduction of a cybernetic system.

• A key feature of smart grids is the interconnection of a potentially large number of
disparate energy distribution networks, power generating sources and energy
consumers.
• The components of each of these entities will need a way of communicating that will
be independent of the physical medium used and independent of manufacturers
or the type of devices.
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4. Applying the IOT in Smart Grid
• Appearance of new technologies on the merging of NTE (new power technologies)
and NICT (new information and of communication technologies) requires
introduction in an action of standards that must be set in a collaboration with
standardization bodies and divided in two areas: electric networks and of
informatively-communication technologies (ІCТ).
• Separate components of Smart Grid are an equipment of distributive networks,
intelligent meters, objects of individual generation.
• As a result, multiple communication technologies and standards could coexist in
different parts of the system.

10/08/2022

24

4. Applying the IOT in Smart Grid

Model of SG operating
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4. Applying the IOT in Smart Grid
• Wireless sensor networks (WSN) application should be extended to smart grid and
metering. WSN has been an active research topic for nearly ten years and has found many
applications.
• Smart grid/metering appear to be a major application for WSN, especially related to
Internet of Things and machine-to-machine (M2M) communications. Existing industry
efforts include IETF 6LoWPAN and ROLL. Internetworking between cellular networks and
local area networks (e.g. WLAN) has received a lot of attention because of the need for
seamless mobility and quality of service (QoS) requirements.
• Because of the scale and deployment complexity of smart grids, telecommunication
network systems supporting smart grids are likely to rely on the existing public networks
such as cellular and fixed wired access technologies, as well as private and dedicated
networks belonging to different administrative domains.
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4. Applying the IOT in Smart Grid

Logical model with
conceptual domains for
smart grid information
networks
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4. Applying the IOT in Smart Grid
• Internet of Things - a concept of integrated IT and OT (Fig. next slide), automated
control system for bilateral flows of electric power and data between power plants
and all consumers in real time. Smart Grid using new technologies cyber – physical,
forms and methods of "knowledge“ energy systems to dramatically improve the
efficiency of its operation.
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4. Applying the IOT in Smart Grid
• Power and information flow under smart grid are used for management and cyber
physical flow
Management by the flows in
under smart grid
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4.1 Paradigm of the Internet of Things
• The Internet of Things (IoT) is a paradigm that is included in the Internet of the
Future. Internet of Things can be viewed simultaneously both as an environment in
which smart grids are integrated, and as a key component of the same smart grid.
• The determinations of Internet Things - a network from physical objects, to that it is
possible to get access for help the Internet and that contains built-in technologies
that are cooperating with their internal state or environment.
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4.1 Paradigm of the Internet of Things

Flows in smart grid
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5. An example to use of IoT in Smart Grid
• The fundamental principle of IoT is to offer users
seamless interoperability, advanced connectivity
between machines, humans, services, disparate
networks, and in particular control systems for
enabling real-time transfers of knowledge among
organizations and inside organizations.
• Thus, the use of IoT in SG enables making
intelligent systems, management decision
support systems, and predictive diagnostic
systems in order to increase the power
generation capacity and thus result in significant
financial benefits.
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5. An example to use of IoT in Smart Grid
• In SG, the numerous components of IoT architecture
comprise of radio frequency identification, sensors,
actuators,
context-aware
computing,
cloud
technologies and various wired and wireless
communication
technologies
for
intensive
interconnectivity.
• These objects through a uniquely assigned address
scheme can interact and cooperate autonomously
with other traditional devices like tablets,
smartphones, personal computers, etc., using web
services over the internet for the purpose of
collecting and exchanging data in the digital world.
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5. An example to use of IoT in Smart Grid

Internet of Things in the
Smart Grid
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5. An example to use of IoT in Smart Grid
• The first step of integration in this direction is applying the intelligent measuring equipment
(Smart Meters) which are growing tremendously. According to the norms of EU 2020, the
intelligent meters must serve an 80 % energy consumption in Europe.
• Smart meters and the micro-grid are the most important components that have been
incorporated in the smart grid architecture. Smart metering is one of the most emerging
technologies used in smart grid to obtain information about customers’ real-time energy
consumption. It is also capable of controlling the advanced metering infrastructure (AMI)
systems. AMI is supported with bidirectional communication mechanism to obtain realtime energy consumption at the customers’ ends remotely.
• A smart meter is a device deployed at the distribution-end, and capable of recording the
energy consumption by the customers. Customers and utilities benefit from smart metering
infrastructure. For example, a customer can estimate his energy consumption during the
whole day for cost-optimization, and utility is able to maintain real-time monitoring for the
supply-demand curve.
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5. An example to use of IoT in Smart Grid
• A smart metering communication system consists of the following components:
1. smart meter which is a two-way communicating device that measures energy
consuming at the appliances (electricity, gas, water or heat);
2. home Area Network (HAN) which is an information and communication network
formed by appliances and devices within a home to support different distributed
applications (e.g. smart metering and energy management in the consumer premises);
3. neighborhood Area Network (NAN) that collects data from multiple HANs and deliver
the data to a data concentrator;
4. wide Area Network (WAN) which is the data transport network that carries metering
data to central control centers;
5. gateway which is the device that collects or measures energy usage information from
the HAN members (and of the home as a whole) and transmits this data to interested
parties.
10/08/2022

36

5. An example to use of IoT in Smart Grid
Communication requirements
and capabilities of the
different types of networks
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5. An example to use of IoT in Smart Grid
• At the most basic level, the home will be equipped with a series of smart meters,
one each for electricity, gas, water and heat (if applicable), according to the facilities
available at each home.
• These will be connected to a metering gateway in the home, which may or may not
be part of an existing home gateway device.
• The HAN through which they communicate with the metering gateway may be
multi-standard. This is mainly due to differing meter locations and power
availability; for example, gas and water meters may have to use only battery power.
Multiple HANs are further connected into a NAN via a wireless mesh network.
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5. An example to use of IoT in Smart Grid
Smart meters are solid-state programmable devices that perform main functions:
1. time-based pricing;
2. consumption data for consumer and utility;
3. net metering;
4. loss of power (and restoration) notification;
5. remote turn on / turn off operations;
6. load limiting for “bad pay” or demand response purposes;
7. energy prepayment;

10/08/2022

39

5. An example to use of IoT in Smart Grid
Typical smart metering
architecture
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5. An example to use of IoT in Smart Grid
Communications smart
meters with intelligent
devices at home
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5. An example to use of IoT in Smart Grid
• New smart homes are equipped with smart appliances and each appliance is
considered as a thing (object).

• These things can be an air-conditioner, water-heater, dishwasher, refrigerator, smart
energy/gas/water meters, in-home-display, automated lights, solar energy cell, wind
mill, electrical rechargeable vehicle, and storage battery.
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6. Questions for understanding
1. What is the long and short term of managing the PS on decision-making time?
2. Please give a definition of a Model for SG operating
3. What is a concept of IoT?
4. Please determine a paradigm of the Internet of Things (IoT)
5. What does mean an integration of IoT and the Smart Grid?
6. Please give a definition of Smart Meter
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